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The essence and main characteristics of the hybrid war are reviewed
as a means of destroying the enemy country from inside due to the ef-
fective combination of conventional armed forces, subversion, propa-
ganda, and dissemination of misinformation. The hybrid tactics used
by the Russian Federation in Ukraine and Georgia are investigated. A
comparativeanalysisof the military component in the confrontation
between Russia, Ukraine and Georgia is conducted, the peculiarities of
informational and psychological confrontation and factors that led to
the significant achievements of the Russian side in the hybrid warfare
are revealed, economic aspect of the hybrid confrontation are clarified
(especially regarding the factors of financial, energy and raw material
dependence) and, finally, the key conditions for the widespread use
of hybrid methods of confrontation during modern armed conflicts
are identified. Thedifference is proved between conflicts in Georgia
and Ukraine, mainly in the use of military means. It is established
that the conditions for the conflict in Crimea were unique, or at least
extremely rare, and they can hardly be reproduced in any other place. It
is noted that in the future, hybrid war will become rather a situational
phenomenon, because the implementation of aggressive actions
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against another state without the necessary conditions for it will lead
either to a quick defeat of the aggressor state, or will force such a state
to move toconventional warfare, which requires significant financial
costs and inevitably will cause decline in the prestige of such a state
within the international community.

Keywords: hybrid war, conflict in the East of Ukraine, Five Days War,
Georgia, the Russian Federation

The Relevance of Scientific Research

The armed aggression of the Russian Federation against Ukraine with
the widespread applicationof hybrid tactics brokeout in February
of2014 with the annexation of theCrimean peninsula andmade the
world rethink the established norms and tactics of war.According to
OstapKushnir,today it is about the manifestations of Cold War dis-
course when Western states, facing the first case of a massive violation
of sovereignty in the new millennium in Europe, imposed sanctions to
stop the aggressive behaviour of Russia'.

The policy of Russia, connected with the violent seizure of new
territories, proves its desire to change the current world order and
readinessfor further aggression on the international arena. It is about
a new foreign policy concept of Russia, which, according to Zbigniew
Brzezinski, contains the following components: 1) ‘separated people’;
2) ‘the protection of compatriots abroad’; 3)'Russian world’ (‘Ruski-
ymir’); and 4) the importance of recognition and support, coverage and
promotion of ‘the great Russian civilization™. OstapKushnir notes that
Russian commitment to achieving favourable results is so significant
that Putin is ready to challenge the global balance of power, openly at-
tacking the US and Western powers, and providing military assistance
to the third parties and even putting the welfare of Russian citizens at
risk3. Following the annexation of Crimea, Russian president Vladimir
Putin declaredthat he was ready to bring his country’s nuclear forces
into a state of combat readiness, in case of an intervention by the Unit-
ed States and its allies*.

Obviously, a search for the ways to counter new hybrid threats that
have arisen in connection with the current international position
of Russia is relevant not only for Ukraine.ltis also about Moldova,
Poland, Lithuania, Latvia, Estonia and other countries that the Russian
Federation historically relates to its own sphere of influence and is
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actively trying to recover today. Rod Thornton assumes that Western
states must adapt to the situation when they are in a ‘constant’ situ-
ation of hybrid war with Russia, which today has become a habitual
affair of international politics, acquiring characteristics that can ful-
ly embrace the goals and methods used by Russia’. These include the
Russian model of the hybrid war, covering Russian investments into
the main sectors of European economies and Russian links to orga-
nized crime with local criminal elements®. In order to identify the most
accurate characteristics of hybrid tactics used by the Russian Federation
in its foreign policy, it is also important to reveal the content of its
previously implemented’Georgian scenario’. After comparing Russia’s
actions in the ‘Five Day War’ of 2008 in Georgia and the Russian-
Ukrainianongoing conflict (started in 2014), it will be possible to trace
the evolution of the hybrid tactics of the Russian Federation, assess the
effectiveness of the widespread use of non-military countermeasures,
and to work out effective ways of counteracting.

The Theoretical Basis of the Study

Nowadays, to indicate modern types of wars, a variety of terminology
is used: hybrid war, asymmetric confrontation, nontraditional, non-
linear warfare, a war of the new generation, a war of the 4th and 5th
generations, the grey war, etc. At the same time, researchers point out
that the hybrid war is a Western term, not Russian, simultaneously
they make use of the article named ‘The Value of Science in Prediction’
written by Valery Gerasimov, General of the Russian Armed Forces
(2013)7 Although Valery Gerasimov does not use the term explicitly,
he is considered to be the author of the Russian Federation hybrid war
concept in its present form. The author has repeatedly emphasized
the importance of using the protest potential of the local population
in conditions of armed confrontation with the enemy, as well as the
use of non-military instruments (political, economic, informational,
humanitarian, etc.). As Stephen Dayspring notes, Gerasimov even
established a ratio of 4:1 between non-military and military means to
underline the lesser role of military force in his model.?

Valery Gerasimov emphasised the importance of raising social dis-
satisfaction in the targeted state, undermining the authority of local
establishments, relaxation of military capabilities of the enemy and
creating a vacuum of power. This can be achieved, in particular, by
manipulating information and special operations in cyberspace. The
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armed forces (mainly the forces of special operations) - under the in-
fluence of peacekeeping forces or crisis response forces - must arrive
at the final stage of the conflict to ensure success®. Gerasimov believes
that such methods are more meaningful to achieving strategic goals
than military means, since they can reduce the enemy’s combat po-
tential, creating social upheavals and helping to collapse the situation
without overt use of violence.

The actions of Russia in Ukraine in 2014 have intensified interest
in the concept of hybrid war. For many Western commentators, this
term turned out to be the best way to describe the variety and mix of
tools and methods used by the Russian Federation during annexation
in theCrimea and support provided to separatist groups in Eastern
Ukraine™. Western countries realized the existence of a new type of
threat, which combines a number of different types of confrontation
- from military actions (conventional, irregular forces and Special
Forces) to economic, informational and cybercrime, including acts
of terrorism and criminal activity as well as support provision and
sponsorship of political protestsand an intensive disinformation cam-
paign™.This led to a significant popularization of hybrid war research
conduct among scholars from the West, as well as among Ukrainian
scholars, primarily research that concerns the conflict in the Crimea
and events in Eastern Ukraine since 2014.

Currently, there are two main academic approaches in the process of
hybrid wars study™.The first is represented by researchers (Williamson
Murray, Peter R. Mansoor3) who consider the hybrid war to be a useful,
but not new concept. The researchers offer numerous examples of hy-
brid methods and approaches at the tactical, operational, and strategic
levels that were used in the days of the Peloponnesian War and related
to the works of Chinese philosopher Sun Tzu in the 5th century BC*,
recall the Thirty Years War and the Vietnam War, the Napoleonic cam-
paign and both World Wars, in which regular and irregular elements
were combined.5So, the essence of the hybrid war is defined asthe
possibility of a combined use of regular and irregular (militias, parti-
sans, militants and terrorists) forces on the battlefield.*® The United
Countries Army Training and Doctrine Command has expanded the
list of participants which can be attributed to irregular forces. Thus,
in a hybrid confrontation, military forces, national paramilitary forces
(such as internal security forces, police and border guards), insurgent
organizations (armed movements whose main activity is subversion
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and violence in order to change the existing status quo), partisan groups
(irregular forces that include local people and operate in the occupied
territory) as well as criminal organizations (such as gangs, drug cartels
or hackers) with parallel widespread operations in cyberspace.”

Although such a vision of hybrid war as a simple combination of
conventional and irregular forces is widespread, it does not explain
the new role of non-military means in achieving those political goals
that were previously achieved exclusively by military force. So, Joseph
Schroefland Stuart Kaufman criticize this direction, arguing that its
supporters are trying to simplify the concept of hybridity, pointing to
an example that is defined as a mixture of conventional and irregular
battles™. Also, the representatives of this direction do not pay adequate
attention to revising necessary prerequisites for the successful holding
of hidden operations, effective support provision to criminal groups or
cyber attacks.”

Theorists of the second approach (Timothy McCulloh, Richard
Johnson®, Jack McCuen®) interpret the hybrid war as a relatively new
phenomenon. Like their opponents, they also reveal its meaning as a
combination of conventional and irregular forces during war, but at
the same time recognize the growing importance of subversion, the
new role of the use of modern technology to limit the enemy’s military
strength and its overall ability to resist external interference. Here the
possibility of destabilizing the enemy country using economic levers of
influence and measures in the information field is justified. Therefore,
the proposed inquiry is essentially based on this approach in the study
of hybrid war and hybrid tactics, which will allowus to fully explore
and analyze it as a complex phenomenon through its aspects such as
economic and informational (psychological) confrontation, cyberwar,
and military operations.

The concept of ‘hybrid war’ came into use in Western scientific
thought in the mid-2000s to denote the combination of traditional
and non-traditional (‘grey’) threats to the Western countries. This idea
was later developed by Frank Hoffman, an American researcher who
identified the application of closely integrated traditional (army) and
non-traditional (militants, rebels, terrorists) armed formations as the
main feature of the hybrid war.>> His article Conflict in the 21st Century:
The Rise of Hybrid Wars, published in 2007, is considered to be a
fundamental work in the inquiry. The author argues that conventional
and unconventional combat tactics have been used throughout world
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history, but also points to the fact that modern technologies have
changed the nature of the war and the threats that are derived from
it.» Like in Hybrid Warfare and Challenges (2009), Frank Hoffman ob-
serves that the war is transformed into a new hybrid form, where op-
ponents are trying to use absolutely all available means of warfare, and
‘the lethality of the intercountry conflict is complemented by fanat-
icism and high emotionality of irregular military formations.**Much
of the research concerns the actual hybrid tactics of the Russian
Federation and their use in relations with Georgia or Ukraine. An
authoritative researcher of the hybrid war topic is Peter Pomerantsev,
who, together with Michael Weis in their work The Menace of Unreality:
How the Kremlin Weaponizes Information, Culture and Money, examine
the policies of the Russian President Vladimir Putin, and the tools
used by him to implement hybrid influence on foreign countries;
the authors determine the vulnerability of the Western countries
regarding the Russian Federation activities, and provide a wide range
of recommendations against the hybrid effects of Russia*.The work
of Keir Giles* called Russia and Its Neighbours: Old Attitudes, New Ca-
pabilities is dedicated to the study of aggressive actions of the Russian
Federation in cyberspace. The reasons why the Russian Federation is
resorting to aggressive actions against the countries that were formerly
part of the USSR are analyzed; the activities of Russia in cyberspace
are investigated, and its further actions within the international are-
na are predicted. A detailed analysis of the Russian Federation’s attack
on the cyberspace of Georgia during the ‘Five Days War’ was carried
out by David M. Hollis (Cyberwar Case Study: Georgia 2008), who looks
not only at the goals and tools of cyberattacks, but also provides rec-
ommendations for strengthening the protection of cyberspace from
external attacks.?”

A thorough investigation of the essence of the hybrid war, as well
as examples of its wage in Georgia and Ukraine, was carried out by a
group of Czech authors, namely Zdenék K#iz, Peter Stevkov and Zinaida
Shevchuk. In their work, named Hybrid Warfare: A New Phenomenon
in Europe’s Security Environment, the application of Russian hybrid
confrontation methods was analyzed, and ways to increase a country’s
abilities to withstand hybrid influences are provided.®® Subversive
activity is the basic idea of the concept of hybrid war according to
the Czech scholars, which consists of four stages: 1) demoralization;
2) destabilization; 3) artificial creation of a crisis situation; and
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4) establishment of control over the enemy’s community by means of
internal forces acting on the side of the aggressor.>

Yana Gumen uses the example of the annexation of the Crimea and
the conflict in the East of Ukraine to explore the role of mass media in
shaping public opinion about the events®*. Taras Kuzio distinguishes
the key factors that led to the transition of Ukraine from a state in
peace to a state in the conflict in the Donbas and with Russias".

A detailed analysis of the wars conducted by Russia, as well as their
comparison with other recent conflicts, was carried by Marcel H. Van
Herpen®, and a more recent article in the New Yorker analyzes the
various aspects of the hydride confrontation between Russia and the
West®. A thorough analysis of Russia’s defence industry and its func-
tions in the public sphere was carried out by JolantaDarczewska as an
interplay of the defence sphere with the spheres of ideology, educa-
tionand information space that manifests itself in attempts to prevent
a wave of color revolutions, challenge the NATO hegemony in the
information space, and protect the Russian language status and Rus-
sian-speaking people in the neighbouring countries, as well as Russia’s
national interests outside of Russia’s territory.

The work of Volodymyr Horbulin is singled out among the
Ukrainian scholars who study components of the hybrid war of the
Russian model. In his article, titledBlack Hole: an Endless Deadlock of
Settlement, the author defines the number of economic losses suffered
by the Russian Federation due to its military aggression in Eastern
Ukraine »No less well known is another work of the researcher, named
Hybrid War: It’s Just the Beginning, which details knowledge about
the application of hybrid tactics of the Russian Federation in Syria
and Ukraine, as well as Russia’s attempts to study the informational
influence on the EU countries.® A slightly different definition of the
hybrid war is proposed by Yu. Romanchyshyna, who describes this
phenomenon as ‘cooperation (of the state) with mercenaries and local
criminals who are trained, armed and funded to carry out ‘work’ that
would otherwise be carried out by the military.’” The researcher notes
that modern hybrid war combines confrontation in various spheres,
in particular in cyberspace, economics and diplomacy, and also allows
the aggressor to separate itself from conflict and achieve strategic goals
without direct military incursions. In the context of the theme, it is
worthwhile to highlight the works of P. Shevchuk, named Information-
al and Psychological War of Russia against Ukraine: How to Counteract
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it*®, and Yevhen Magda’s work Hybrid War: To Survive and to Win.»
They are oriented towards the practical components of counteraction
against Russian hybrid influences, and their conclusions can be used
in the development of an appropriate country policy aimed at levelling
the hybrid tactics of the aggressor country.

Obviously, the studies of hybrid wars represented by researchers
from the Western countries and Ukraine, by their goals and content,
differ significantly from the achievements of the Russian Federation
scientists. Thus, recent studies published in the Western states and
Ukraine are mainly devoted to the revision of new hybrid threats
caused by the actions of the Russian Federation and the ways to count-
er them. In contrast, Russian scientists are more concerned with the-
consequences of the ‘colour’ revolutions and the Arab Spring; they put
emphasis on the dominant role of the United States and develop rec-
ommendations for strengthening Russia’s military potential.

Thus, in our study, we adhere to the definition that hybrid warfare
involves ‘the application of military and non-military tools in an in-
tegrated campaign to achieve surprise, seize the initiative and obtain
both a psychological and physical advantage through the use of dip-
lomatic means, specific presentation of information (disinformation),
use of cyber-attacks, hidden and sometimes open military and intelli-
gence actions, and economic pressure’.*°

Thus, we can conclude that, despite the variety of interpretations
of the ‘hybrid war’ concept, scholars agree that hybrid conflicts are
characterized by hidden use of force (symmetrical and asymmetric
methods of combat operations), with simultaneous widespread appli-
cation of non-military means that affect the consciousness of people.
According to Ralph D. Thiele, only when non-military methods are
coordinated or integrated with the real threat or use of armed force,
politicians must describe international political rivalry as a form of
hybrid warfare+.

The purpose of the hybrid war is to destroy the enemy’s country
from inside by manipulating the consciousness of the citizens of this
country, which is achieved due to subversion and propaganda, dis-
semination of misinformation and other methods of psychological
influence. At the same time, hybrid tactics are not the invention of
the Russian Federation and have already been used in the past, by the
Soviet Union in particular. However, the current level of information
technology development and the extent of their penetration into all

55

Hybrid Tactics
of the Russian
Federation



CEJISS
2/2019

spheres of life of the modern human community have led to a signifi-
cant increase in the danger of the use of hybrid tactics by modern coun-
tries to achieve their foreign policy goals. According to Mark Galeotti,
the role of non-military means to achieve political and strategic goals
has increased, and, in many cases, they have exceeded the strength of
weapons in their effectiveness*.

So, the purpose of this article is to analyze and track the evolution
and study of the effectiveness of the hybrid tactics of the Russian
Federation in the ‘Five Day War’ in 2008 in Georgia and in the ongoing
Russian-Ukrainian conflict in military, economic and information
spheres, as well as in cyberspace. To accomplish this task, several steps
have been undertaken: primarily, the military component has been
analyzed and compared in the confrontation between Russia and
Ukraine and Georgia; secondly, the peculiarities of the information-
al and psychological confrontation and factors that led to significant
achievements of the Russian side in the hybrid war have been identi-
fied; thirdly, the economic aspect of the hybrid confrontation has been
clarified, especially in relation to the factors of financial, energy and
raw materials dependence; and, finally, the key conditions have been
identified for further widespread use of hybrid methods of confronta-
tion during an armed conflict at the present stage.

Military-Strategic Actions of the Russian Federation in
Georgia and Ukraine in the Context of Conducting Hybrid
Wars

Military actions during the hybrid war are carried out secretly and
aimed at subversion. It is known that Russia does not apply direct
tactics of military intervention; its strategy in recent conflicts is more
complex and well thoughtout. 1t is about the use of trained Special
Forces instead of non-regular forces in similar military operations.
Such military operations are carried out not by regular troops, but by
specially trained irregular troops. Such military units are created in or-
der to distract the enemy’s attention from external problems through
subversion within the country, loosening its political system, desta-
bilizing the political situation, involving third parties, and the local
population of the attacked state. Moreover, Special Forces are capa-
ble of creating, organizing and training paramilitary detachments in-
side the enemy state, as well as managing them.®#According to Valery
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Gerasimov, the forces of special operations and internal opposition
should be used to create a permanent front throughout the enemy’s
territory in conjunction with information confrontation.*

From a military position, the situation in Ukraine is particularly in-
teresting due to the events that took place in the Crimea (second half
of February - first half of March 2014). A foreign military without rec-
ognition signs on their uniforms, weapons and equipment (but with
the weapons of the Russian Army) captured the key political objects
of the Autonomous Republic of the Crimea. The capture took place
quickly, and in most cases, strategic objects were conquered without
a single shot.# Moreover, the fact that the attackers did not wear any
distinguishing marks or were dressed in civilian clothing has led to a
significant limitation of the ability of the Ukrainian authorities to ap-
ply force against them.®*However, there were many indicators of in-
volvement with regular and well-trained Russian troops.

The political, cultural and social situation in the Crimea that ex-
isted in early 2014 was extremely favourable for the application of hy-
brid war tactics. In order to seize the Crimean Peninsula, the Russian
Federation successfully used the pro-Russian mood of the local pop-
ulation, which made it possible to nullify the efforts of official Kyiv to
rectify the situation.

Despite the fact that the Russian Federation was able to annex the
Crimean peninsula without encountering significant resistance from
the Ukrainian side, the actions of the Russian military and pro-Rus-
sian forces in the east of Ukraine in 2014 quickly grew into widespread
battles with the Ukrainian armed forces, as the Ukrainian government
launched an‘anti-terrorist operation’ against the Russian military inva-
sion of Donbas.#” The first successes of the Ukrainian armed forces in
late June and early July 2014 forced the Russian military to open artil-
lery fire from the Russian territory on the advancing Ukrainian forces.
In mid-August 2014 Russia was forced to bring manyof its troops into
the territory of Ukraine.

The number of Russian troops in Ukranian territory has been con-
stantly changing. As of the end of August 2014, there were 6,000-6,500
Russian servicemen in the east of Ukraine. The largest number of
Russian troops that were simultaneously present in Donbas reached
approximately 10,000 people in December 2014. The Ministry of
Defense of the Russian Federation was forced to engage 117 military
units and combat armies in the military operation against Ukraine, of
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which 42,000 were at the border with Ukraine, opened artillery fire on
Ukrainian troops or directly participated in hostilities in Donbas.# The
hybrid war of the Russian Federation in the east of Ukraine, conducted
in accordance with the doctrine of ValeryGerasimov, suffered, unlike
the Crimean version, a quick defeat, in particular in connection with
the impossibility of confronting a large-scale military operation of the
Ukrainian Army.* Hence, in the East of Ukraine, Russia began an open
invasion using the latest types of weapons and military equipment in
the war that continues today. However, separatists and the Russian
government continue to blame Kyiv for violating the ceasefire regime
(Minsk agreements) to justify further attacks®.

Military operations on the territory of Georgia in 2008, which were
open and not masked by the large-scale offensive of the Russian armed
forces, significantly differed from the above events. The overall goal
of the military operation in Georgia was aimed at establishing full
control over Abkhazia and South Ossetia, creating there large Rus-
sian military bases and restoring the Russian presence on the Geor-
gian territory, which existed before the withdrawal of Russian armed
forces from Georgia after the collapse of the Soviet Union. VitaliySh-
likov characterizes this war as ‘an armed conflict of low intensity with
the application of only conventional weapons and entirely traditional
tactical techniques, during which no major battles took place> The
exact number of united forces of the Russian, Abkhazian and South
Ossetian sides involved in the ‘Five Day War’ is unknown, but most an-
alysts converge on the figure of 35,000-40,000 ground forces provided
with air and naval support. They were resisted by about 12,000-15,000
Georgian soldiers.

In order to achieve its military goals, the Russian military strategy
envisaged a rapid achievement through a significant advantage in the
number of ground troops with support from the air and naval forces. In
other words, this strategy was completely built on the model of Soviet
military art. As already mentioned, the main military task was to estab-
lish control over South Ossetia and Abkhazia, as well as to achieve su-
periority in the air and at sea. The secondary task, and perhaps equally
important, was the elimination of the possibility of receiving military
reinforcements by the Georgian side, in particular from the side of for-
eign armies. This goal was achieved through the blockade of critically
important Georgian ports, roads and railroads, as well as by strikes by
the air forces of the reserve forces, called in connection with the begin-
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ning of the war, and the Georgian airfields.® An analysis of the Russian
troops’ actions after reaching the ceasefire agreement indicates that an
additional purpose of the Russian army was to neutralize the military
potential of Georgia through the destruction or capture of military in-
frastructure, as well as weapons and equipment.

From this we can conclude that the Russian-Georgian armed con-
flict of 2008 does not fit the classic canons of hybrid war, mostly be-
cause Russia did not try to secretly carry out hostile actions against
Georgia, masking them under the actions of local residents. Instead,
Russia immediately launched open armed intervention with land, sea
and air forces, and also built up its strategy of conducting a Georgian
campaign within the framework of an outdated Soviet approach to
warfare. Thus, the ‘Five Day War’ was fundamentally different from
the armed conflict in the Crimea and conflict in the East of Ukraine,
where Russia focuses on hidden methods of warfare and support of
the local population and the destruction of the state from the inside.

Information Component of Hybrid War: Application of
Technologies in Georgia and Ukraine

Information warfare is the key element of modern hybrid war. Opera-
tions of information confrontation are a combination of propaganda,
misinformation, spread of distorted or false data through diplomatic
channels, manipulations through the mass media and the spread of
an outright lie aimed at confusing or dividing the opinions of ordinary
citizens of the country against which information war is conducted.>
Altogether, these actions create a powerful psychological component
of the conflict, which helps the aggressorcountry to weaken or even
destroy its opponent from the inside. Information confrontation takes
place simultaneously on several fronts - inside the society of the state
which is attacked, among the citizens of the aggressor country and
among the international community.

Today the idea is widespread that the scope of the information /
psychological warfare that the Russian Federation is currently carrying
out against Ukraine is no lesspowerful than the use of information con-
frontation during the Cold War.» Russia is able to effectively conduct
information warfare because most of the Russian media is controlled
and funded by the state, and any criticism of the Russian authorities’
actions is persecuted. According to the World Press Freedom Index, in
2016 the Russian Federation ranked 148th out of 166 countries in the
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world rankings freedom of the press.® It is the control of the Russian
authorities over the mediathat makes it possible to distribute an official
position of the state leadership on an extremely large scale. According
to Peter Pomerantsev, ‘the new Russia is not only coping with minor
misinformation, lies, leaks and cyber-sabotageusually associated with
the information warfare. It repeats reality’.

Application of the political propaganda principles by Russian and
pro-Russian media in Ukraine are thoroughly investigated by Jolanta
Darczewska. As a consequence, the researcher emphasizes the follow-
ing principles: (i) mass and long-term influence (the media constant-
ly repeated key anti-Ukrainian slogans and stereotypes: for example,
Ukrainian-speaking people were represented as fascists); (ii) the de-
sired information (on the one hand, the media convinced Russian and
Russian-speaking users that the Ukrainian authorities prohibited the
Russian language; on the other hand, the media promised that Russia
would provide assistance and cultural ‘salvation’); (iii) emotional ag-
itation (media messages caused emotions and encouraged recipients
to act without criticism of the information received); (iv) clarity (the
media simplified their messages and divided the world into black and
white); (v) hypothetical evidentness (the media linked their messages
with political myths: Russian sentiment is equal to patriotism, Ukrai-
nians are equal to fascists, Maidan equals chaos, etc.)8. According
to OstapKushnir, Russian media activity in the Crimea is an appro-
priate illustration of Valery Gerasimov’s statements about the role of
non-military means in achieving the national interests of Russia®.

In parallel with the military operation in Georgia, Russia also con-
ducted information warfare. Unlike Ukraine, the Russian Federation
did not try to act secretly or mask its own actions under the ‘local
self-defence’ activities. As already noted, this was an open conven-
tional invasion of the territory of another state, and Russia’s infor-
mation campaign was aimed at creating a pro-Russian-led press cov-
erage of the armed conflict. The purpose of the Russian Federation in
the information sphere was to create an image of the victim and not
the initiator of the conflict.® Both Russia and Georgia waged infor-
mation war before, during and after the 2008 conflict, but due to the
fact that the two states capabilities of conducting information con-
frontation were fundamentally different, the Russian side in most
cases occupied an attacking position, while the Georgian position
was defensive.
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Information warfare techniques in the international media are usu-
ally directed at manipulating facts and presenting them in such a way
that it allows an aggressor country to distance itself from conflict or
create an image of a third-party that conducts a peace-keeping opera-
tion. It is so that throughout the entire conflict in Eastern Ukraine, the
Russian media has called the events in Donbas a ‘civil war’. A similar
example of manipulating facts in order to justify their actions during
the Russian-Georgian war in 2008 was the situation when the Russian
Federation deliberately overestimated the number of losses among ci-
vilians through its own media in order to justify its intervention under
the pretext of a ‘peacekeeping operation’.

In addition, modern war moves slowly from a physical space to cy-
berspace, and military actions take place simultaneously in both di-
mensions. Together with the increase of mankind’s dependence on
computer systems and networks, the awareness is growing that in
the future cyberspace will become the next main theatre of opera-
tions, and those who benefit in cyberspace will win in physical space
to0o.” Cyberattacks are the key element of the hybrid war, used to
disable critically important infrastructure of the enemy, destroy its
communication and information flow, as well as acquire important
intelligence information about its future actions.

From February 2013, before the Crimean annexation, Russian hack-
ing groups (mainly ‘Cyber Berkut’) launched a distributed denial of
service (known as DDOS attacks) on the main government websites
of the ARC, eliminating them or changing their information con-
tent.”Somewhat later, such attacks were launched on the Ukrainian
telecommunications firm Ukrtelecom®, the mass media of Ukraine
and NATO countries®, the mobile phones of members of the Ukrainian
parliament.®

The Russian military invasion of Georgia in 2008 also was accom-
panied by cyberattacks. Along with conventional military actions,
pro-Russian hackers paralyzed Georgia’s Internet infrastructure,
blocking communication during this armed conflict. According to
some experts, it was the first time a known cyberattack had coincided
with a shooting war.®® According to Kenneth Corbin, the goal of Rus-
sian cyberattacks was ‘isolation and deprivation’ of Georgians®, as well
as isolation of the state from the international community. Event re-
ports and attack listings provided by Russian hackers on websites add
credibility to Corbin’s theory. Moreover, the Georgian population ex-

61

Lesia Dorosh
Olha Ivasechko
Jaryna Turchyn



CEJISS
2/2019

perienced severe informational and psychological defeat, as it was not
able to communicate about current events with the outside world.*

Consequently, the Russian military incursions into Georgia and
Ukraine were accompanied by cyberattacks aimed at collecting intel-
ligence information and isolation of the attacked territories. In both
cases, the DDOS attacks on important Internet resources were carried
out in order to disrupt communication and limit the ability of the gov-
ernment to communicate with the local population. This helped the
Russian military to successfully carry out military operations. Howev-
er, unlike Georgia, in addition to communication violations, Russian
cyberattacks against Ukraine had a wider goal of destabilizing the in-
ternal situation in the country.

In the area of information and psychological influence during the
hybrid war in Ukraine, special attention should be paid to the subver-
sion of pro-Russian networks in the region, which contributed to the
effectiveness of the hybrid confrontation. It is about the key networks
such as Russian intelligence, Russian military bases with their infra-
structure, the Russian Orthodox Church, pro-Russian NGOs, Russian
media, etc., that created a danger to the statehood and territorial in-
tegrity of Ukraine, but were not perceived by the Ukrainian authorities
and special services with all due care®. According to Ostap Kushnir,
during the 25 years of independence, nobody in Kyiv seriously thought
about systematic advancement of Ukraine’s interests on the peninsula,
especially aspects of ‘soft power’ and pro-Ukrainian networks. Thus,
a blurring of the boundary appeared between truth and lies and an
alternative reality for those observers who took the view of the Russian
mass media on the events was formed and, as a result, the state and
non-state institutions weakened, and the undermining of the percep-
tion of the legitimacy of the Ukrainian state was diluted. In the opin-
ion of Lada L. Roslycky, using its informal but comprehensive presence
on the Crimean Peninsula, the Russian side was able to transfer the at-
tention of indigenous peoples ‘from the interests of the state to which
they belong to the interests of Russia’’ It is through the tools of ‘soft’
(constant cooperation with these networks, the formation of a favour-
able social and political environment and social mood through the me-
dia, the functioning of dual agents, etc.), rather than ‘hard’ forces, the
Russian side quickly succeeded in making the Crimea a subject of the
Russian Federation™. According to JanisBérzins, the main objective of
the new generation’s wars is to reduce the need for deploying hard mil-
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itary power to the required minimum, forcing the enemy, the military
and civilian population to support the perpetrator to the detriment of
their government and the country.

The Russian Federation used the same methods of information
confrontation during the ‘Five Day War’ against Georgia in 2008 and
during the Russian-Ukrainian armed conflict. Russian actions in the
information space in both cases were aimed at supporting the Russian
armed forces military actions distributing myths, misinformation and
manipulation of facts. However, the Russian information campaign
against Ukraine was carried out at a qualitatively new level compared
to the information confrontation between Russia and Georgia in 2008.
Its scale was significantly increased. If in 2008 the Russian Federation
gave secondary importance to the information fight and directed it
only to justify its actions, in the Russian-Ukrainian conflict the in-
formation component of the war has played a no less important role
than military actions. Segmentation of the population and incitement
of internal conflicts, activation of the local population in support of
the military invasion of the Russian armed forces and simultaneously
misleading Western states regarding the nature of the conflict contrib-
uted to the success of the Russian Federation’s military actions on the
territory of Ukraine.

Economic Confrontation as an Element of the Hybrid War
Economic warfare is one of the components of the modern hybrid war.
According to George Shambaugh, economic warfare is the use of ether
threats or economic influence against another state in order to weaken
its economy and to reduce its political and military power. Economic
warfare also involves the use of economic means to force the enemy
to change its policies or behaviour, the violation of the normal state
of its relations with third countries.” The use of the economic war-
fare can be extremely influential and destabilizing, especially in those
situations where states are dependent on the resources of the aggres-
sor country (especially in the energy sector), which uses hybrid con-
frontation methods, as we can see in the case of Russia and Ukraine.
The Russian Federation has repeatedly launched so-called ‘trade wars’
against Ukrainian companies and products (‘Roshen’, as well as the
products of a number of meat, dairy and metal companies).”

At the same time, Ukraine suffered substantial economic losses as a
result of Russian military aggression. As of 2015, production in Ukraine
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has decreased by 7% since the beginning of the occupation of part of
the Luhansk and Donetsk oblasts, a drop in direct foreign investment
in Ukraine’s economy occurred; the export of Ukrainian goods to Rus-
sia, which before the beginning of the conflict was the largest foreign
market in Ukraine, decreased by 70%. In general, in 2014 and 2015, the
Ukrainian economy fell by 16%.7 The economic situation has become
complicated not only due to a significant drop in the gross domestic
product but also due to the influence of the Russian energy blockade.
Prior to the conflict, the Russian Federation was the main supplier of
energy resources to Ukraine, which the latter considered necessary to
meet the needs of heavy industry and the population. During 2014-
2016 Gazprom periodically returned to the issue of anoutsized rise in
gas prices for Ukraine, or a complete halt in the supply of gas during
unsatisfactory energy negotiations?. Such actions by the Russian side
led to a limitation of Ukraine’s ability to ensure its own energy security.
Lack of energy resources has led to an increase in the vulnerability of
the Ukrainian economy, as the lack of access to energy resources de-
stroys the ability of state power to meet the basic needs of its citizens
(such as heating in winter), as well as to guarantee the proper func-
tioning of heavy industry. The energy component of Russia’s hybrid
confrontation with Ukraine and Georgia requires a separate, detailed
study.

The Russian Federation repeatedly attempted to exert economic
pressure on Georgia. In 1995, the acting president of Georgia, Eduard
Shevardnadze, noted the growing activity of the Russian Federation
aimed at preventing the construction of the Baku-Tbilisi-Dzheyhan
oil pipeline, which would have allowed the transportation of oil from
Central Asia, bypassing Russia’s territory to European markets.” In
September 2004, Moscow blocked all common transport corridors
with Georgia, including Russian airspace for Georgian airlines, thus
violating a number of international agreements.”®

During 2006, Moscow actively sought to inflict economic losses on
Georgia in response to Georgia’s attempts to stop Russia’s subversion
on the Georgian territory. In addition to energy pressure, Russia also
resorted to trade wars.” The Russian Federation initiated a series of
prohibitions on the import of Georgian goods, starting with Georgian
wines (this product is key to the economy of the country), vegetables
and fruits.®° Russia used those bans to put pressure on the Georgian
government.
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It became possible to restore economic relations between the two
states only in 2013.8 According to a group of Georgian researchers, the
resumption of trade between Georgia and the Russian Federation led
to another rise of the Georgian economy’sdependence on the Russian
market. According to the research, the resumption of economic ties,
along with the spread of the Russian media influence in the Georgian
information space, the resumption of work permits for Georgians
in Russia, and the current increase of dissatisfaction of Georgian
citizens with their authorities, can lead to the use of a hybrid war
against Georgia.®* Consequently, the fact that Russia was able to ‘tie’
the Georgian economy to its market again is a negative phenomenon
as it weakened Georgia’s ability to resist hybrid threats. Conversely,
economic pressure, at the moment, did not lead to the restoration of
the previous state of Ukraine’s relations with the Russian Federation
(the establishment of the past asymmetric economic partnership
with the domination of the Russian side in it). Kyiv has organised
alternative ways of economic development of the state, and in this
case, powerful economic stress can serve as a powerful impetus for real
transformations in the political and economic systems of Ukraine.

Thus, the Russian Federation actively used the dependence of
Ukraine and Georgia on its national market in order to exert pressure
on these two states and attempts to force their national governments
to make decisions that are advantageous for the Russian Federation.
For example, economic levers of influence were used by Russia against
Ukraine as a ‘punishment’ for its Euro-Atlantic aspirations, as well as
against Georgia in connection with its cooperation with the United
States of America.

The Prospect of Further Application of Russian Hybrid
Tactics. What Should be Feared by Potential Victims of
Russian Pressure?

Methods of hybrid confrontation were actively used by the Russian
Federation during the ‘Five Day War’ with Georgia in 2008 and the
Russian-Ukrainian conflict. The essential difference between these
two conflicts is that the Russian-Georgian conflict of 2008 was a con-
ventional war in which non-military means were given a minor role,
though some separate elements of the hybrid confrontation were also
applied. The Russian Federation used methods of hybrid confronta-
tion not to destabilize the internal situation in Georgia, but to legiti-
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mize its own aggressive actions. Unlike the ‘Five Day War’, a full hybrid
war was held in the Crimea in 2014. So, the beginning of the war was
not announced, all operations were carried out secretly, and the official
Moscow distanced itself from all the events on the peninsula.

It is necessary to obtain a number of certain necessary conditions
in order to conduct a hybrid war aimed at achieving certain political
goals. Only their proper configuration creates favourable circumstanc-
es for the deployment of a hybrid confrontation. Today’s empirical evi-
dence suggests that at least the following basic conditions are required
to successfully carry out the hybrid warfare:

I. the state against which the hybrid war is carried out has incom-
petent leadership and does not fulfil its basic functionsfor a long
period of time;

2. the population of this state is divided;

3. the population of the state has certain sympathies for the aggres-
sor country and is exposed to the soft power tools of the latter;

4. the defending country has a common border with the aggressor

country and cannot exercise effective control over its state bor-
ders;
the country being attacked does not have reliable allies;

6. the aggressor country has a certain level of prestige in the inter-
national community, which allows it to successfully distribute
its version of events.®

Despite the tremendous success of the hybrid war in the Crimea,
this approach is unlikely to be widespread. The conditions for the
conflict were unique, or at least extremely rare, and they can hardly
be reproduced in any other place. At the time of the beginning of the
hybrid war, there was a naval base of the Russian navy with a large
military contingent in the Crimea, the majority of the local population
in the region had a low level of self-identification with Ukraine and
sympathized with the authorities of the Russian Federation (including
local Crimean politicians and high-ranking military personnel), the
local parliament was loyal to Russia, and the Russian mass media
dominated in the informational space of the Crimea.

What worked in the Crimea quickly failed in Eastern Ukraine,
where Vladimir Putin probably made a fundamental mistake relying
on the support of the local population and Russian-speaking Ukraini-
ans in general. The Kremlin failed to achieve quick and cheap acces-
sion of new regions to Russia, the creation of quasi-independent, un-
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recognized regions under the Russian protectorate such as, for exam-
ple, Abkhazia and South Ossetia, or to reach an agreement that would
establish Russia’s long-term influence in Ukraine.®**Ukraine eventually
found ways to withstand such hybrid influences, and Russia had to
launch an open intervention of conventional forces in the summer of
2014 in order to prevent the defeat of its irregular forces.

In view of the fact that the combination of conditions necessary
for a successful hybrid war conductis difficult to achieve, we believe
that hybrid warfare will become more of a situational phenomenon,
becausehostilities against other states without necessary conditions will
lead either to a quick defeat of the aggressor state, or willrequire aswitch
to conventional warfare that requires significant financial costs and will
inevitably lead to the decline in its prestige among the international
community. Eventually, Mark Galeotti, who is credited with starting the
use of the term ‘doctrine of Gerasimov’, claims that it’s time to forget
about it. The arguments of the analyst are that it does not have a sin-
gle organizational principle, not to mention the controlling authority.
There is a broad political goal - to distract, divide and demoralize, but,
in the rest, it is largely opportunistic, fragmentary, and even sometimes
contradictory.® For example, according to the Wilson Center analysis,
Russia’s actions in Ukraine were not part of a coherent long-distance
strategy, but rather reflected ‘.. an unplanned sequence of varied tools to
match different, often unexpected, operational realities’3¢

Certainly, single hybrid tactics against the enemy state can be applied
without bringing in a full-scale hybrid war.For example, the use of
economic levers of influence, such as the introduction of restrictions
on the import of goods to weaken the economy of the enemy, allows
it to change the behaviour and make disadvantageous decisions
without the deployment of military actions.Information campaigns
aimed at undermining the legitimacy of the national government of
the enemy country as well asthe destruction of inner harmony can
be initiated during peacetime. Cyberattacks, which due to infiltration
of information technologies into all spheres of human life, can cause
significant damage to the enemy. They can also be used in peacetime
since it is impossible to prove the involvement of the aggressor’s state-
government in such attacks.

Nevertheless, the Central European statesshould pay special
attention to Russia.Fighting against an opponent who carries out
hybrid war is a task for the whole society and should be conducted
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in different spheres.In our opinion, a much more dangerous form of
Russian aggression, above all, against the NATO states, will be the
deployment of a full-blown conventional war, especially with the
threats of using the nuclear weapons. NATO’s states have already be-
gun to capture the experience of Ukrainian soldiers regarding Russian
tactics and technologies.’” However, only a tactical improvement in
the hybrid confrontation is not enough to provide a permanent deter-
rent against a traditional armed attack.
N
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