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Abstract

Realists argue that security alliances are established to confront military threats posed
by one state to others. In contrast, this study argues that nonmilitary cyberthreats have
become a factor in establishing new security arrangements that do not necessarily take
the form of an alliance, but rather emerge in the form of alignments. Cyberthreats lie in
the political, economic, societal and military repercussions caused by the employment
of cyber technologies, not these technologies themselves. Therefore, alignments are
not automatic reflections of cyber capabilities, but depend on common perceptions
and meanings that identify a certain behaviour as a security threat. The transatlantic
alignment in the cyber domain, having been produced by common EU and US cyber
norms, represents this type of security alignment. These norms have constructed common
meanings and perceptions of cyberthreat patterns, which are primarily embodied in
Chinese and Russian policies and behaviour in the cyber domain, involving a set of
alternative and competing norms to those adopted by the former two, and through
which China and Russia seek to alter the structure of the prevailing international order.
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Introduction

Security alliances are studied through the realist theory, especially the ‘alliance
theory’ presented by Snyder (1990), as a formal grouping of states for the purpose
of employing (or not employing) military power, one which is designated for either
security or maximising the influence of its members against nonmember states.
Alliances achieve alignment among members, which organises their mutual ex-
pectations with respect to behaviours that ought to be taken by one member to
support other members in times of conflict or war with nonmember states, and
their ultimate end is to achieve security against enemies.

The realist emphasis on the military nature of threats that prompts states to
establish security alliances has made alliances appear as if they automatically
reflect the balance of powers between major states. Mearsheimer (2001) views
alliances as a tool of maintaining state power, and since neorealism focuses on
the structure of the international system as a unit-of-analysis of international
interactions (Waltz 1979), alliances become the primary means of maintaining
state power under an international system lacking a high authority (Jones 1999).

This study differs with the realist theory in dealing with the subjects of security
arrangements, the mechanism of their establishment, and the patterns of threat
they confront. First, alliances are not the only form of security arrangements be-
tween states, which, instead, emerge in several forms, such as security complexes
(Buzan & Waever 2003), alignments (Miller & Toritsyn 2005), coalitions (Pierre
2002) and strategic partnerships (Kay 2000). Even though these patterns (including
alliances) are established to confront a certain threat, no threat exists without the
prior existence of a vision that deems a phenomenon or issue a security threat in
the first place, indicating that perceptions and meanings applied to phenomena
are in effect what leads to viewing issues as security threats. Constructivists, such
as Wendt (1992), express this perspective. Wendt argues that the meanings and
perceptions states adopt of the capabilities of one another are the deciding factor
in determining whether or not the behaviour of any one state poses a security
threat. Similar views are also expressed by Buzan, Weaver and de Wilde (1998),
referring to the ‘securitisation of phenomena’ as caused by perceptions that view
an ordinary issue as one of existential threat.

Security alignments arise only when a group of states have similar threat per-
ceptions towards a phenomenon or behaviour that represents a security threat.
Such a similarity of perceptions is produced by a number of factors discussed by
constructivists; Rousseau and Retamero (2007) view identity as the deciding factor
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in having common threat perceptions, since it represents the border line between
one group and another. In a different context, Retamero, Miiller and Rousseau
(2012) argue that both divergence and convergence of values greatly influence the
extent to which the economic and military behaviour of other actors or states is
perceived as a threat. Additionally, there is an approach, represented by Farrell
(2002), that focuses on the role of norms in shaping similar threat perceptions
among several actors. Farrell holds the view that norms adopted by an actor shape
the meanings of the actions of others with respect to whether or not they are
suitable, and hence whether or not they pose a threat, which essentially relies on
their accordance or conflict with social roles and the social environment. This
relevance of norms in identifying security threat situations stems from the fact
that norms are the desired behaviours to states through which their perceptions,
ends and the instruments to achieve these ends are shaped (Florini 1996), and
are also the fundamental rule in shaping state interests (Walling 2013). The more
divergent the norms, the more divergent the ideas and ideologies, and hence the
more intense the conflict of interests, leading to the emergence of mutual threat
perceptions (Hass 2005). Moreover, norms determine which power instruments
are best suited for dealing with perceived threats; Finnemore (2004) explains that
the various instruments employed in confronting threats differ according to social
purposes, which determine the benefit of these instruments by increasing their
legitimacy, i.e., through aligning them with social norms.

Second, given that the nature of threats is identified through perceptions and
meanings applied to ordinary issues, consequently viewing them as existential
threats, then not only military issues are the subject of security studies, which now
involve subjects as diverse as threat perceptions, ranging from societal risks em-
bodied in identity clash (Posen 1993) to economic risks caused by basic-resources
dependence (Cable 1995). This relative difference between states in identifying
security issues is due to differences in their visions and valuations of the most
significant issues that pose an existential threat, which necessitates the inclusion
of nonmilitary elements. The Copenhagen School responds to such necessity
by introducing the concept of ‘expanded security’ and including the political,
economic, military, societal and environmental sectors as subjects of security
studies (Buzan & Hansen 2009) and, at a later stage, by including cyberthreats
(Hansen & Nissenbaum 2009). These diverse threat patterns are currently being
employed in competition between major powers and represent the line between
war and peace, and in dealing with such diverse patterns, states resort to, inter
alia, security alignments (Monaghan 2022).

Third, this study differs with the realist focus on the structure of the international
system as the primary unit-of-analysis in explaining the establishment of security
alliances. Realism argues that states seek to maximise gains in the international
system and maintain the balance of powers to their interests through alliances.
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However, this argument fails to explain the establishment of security alignments
in confrontation of nonmilitary threats, especially cyberthreats, since a state pos-
ing this type of threat in its behaviour does not directly influence the balance
of powers in the international system. These ‘hyper threats’, as termed by
Monaghan (2022), are aimed at threatening, circumventing and sabotaging the
rules and norms on which international interactions are based. Therefore, the
level of analysis through which it becomes possible to analyse the rationale be-
hind the establishment of security alignments in confrontation of such threats
is the level of the international order, which refers to the set of norms, values
and institutions governing mutual interactions between major actors in the
international system (Mazarr et al. 2016). In this sense, the ultimate purpose
of state-grouping in security partnerships becomes the preservation of the
prevailing international order, designed to serve and promote their interests
in the international system.

The presented differences with the realist approach raise a major question
that constitutes the focus of this study: what are the factors that led the US
and EU to assume that the behaviour of China and Russia in the cyber domain
poses a security threat, despite the fact that cybertechnologies do not in and of
themselves pose security threats? This study argues that common, transatlantic
cyber norms have created a common threat perception between the US and EU
towards Chinese and Russian behaviour in this domain, since this behaviour
is driven by cyber norms that counter those adopted on the transatlantic level.
This, in turn, has made the cyber domain into a security threat domain, and
prompted the establishment of transatlantic security arrangements. In order to
prove this argument, the study relies on the Tracing Model, which establishes
causal links between variables of the study and traces them through the studied
case. The conflict of cyber norms between the two parties of the Atlantic on one
hand, and China and Russia on the other, represents the independent variable,
whereas forming the transatlantic alignment in confrontation of perceived
cyberthreats constitutes the dependent variable. The links between the two
variables can be traced by relying on previous literature, documents, strategies,
laws and initiatives of all actors that this study is concerned with, and this
shall be achieved by examining several issues: First, the emergence of US and
European norms and the values and practices they involve towards the cyber
domain. Second is the endeavour to generalise liberal cyber norms on the in-
ternational level, and the inability to align Russian and Chinese behaviour with
the requirements of such norms due to their adoption of counter-norms that
incentivise them to put forth initiatives and policies influential to the prevailing
international order. Last, it will be achieved by examining the emergence of a
common threat perception between states of the Atlantic towards Chinese and
Russian behaviour due to a conflict of norms, which prompted the strengthen-
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ing of Atlantic rapprochement by forming a cyber alignment and overcoming
the contentions sparked by the cyber domain.

Perceiving Cyberthreats and Establishing Security Alignments

The influence of cyberthreats on the orientation towards forming security align-
ments should be analysed by identifying the premonitions that are the basis of
perceiving the cyber domain as a security issue. States neither join nor establish
alignments unless they perceive that they are facing threats that require collective
confrontation alongside other states adopting the same vision. Therefore, special
attention must be given to the nature of the elements of the cyber domain, which
characterise this domain as either a threat or nonthreat, and to the role of norms
in identifying the form of common threat premonitions themselves, hence insti-
tutionalising them by transforming them into security alignments.

Cybertechnologies: A State of Threat or Inter-threat
Nissenbaum (2005: 64) defines cybersecurity as the

threats posed by the use of networked computers as a medium or stag-
ing ground for antisocial, disruptive, or dangerous organisations and
communications. These include, for example, the websites of various
racial and ethnic hate groups, . . . threats of attack on critical societal
infrastructures, including utilities, banking, government administration,
education, healthcare, manufacturing and communications media. . . .
Potential attackers include rogue US nationals, international terrorist
organisations, or hostile nations engaging in ‘cyber-war’

1t becomes clear from this perspective that cybersecurity is of varying nature
and dimensions. In order for security in the cyber sense of the word to exist, there
must exist something to securitise against the risks of technology, which Dunn
Cavelty (2013) terms ‘cybersecurity representations’. This means that cybersecu-
rity subjects vary in response to the variety of actors defining cyberthreats and
producing various objects and references of security, which can be observed by
analysing security discourse. Therefore, the cyber domain cannot absolutely be
considered a security threat, but rather it is an issue of inter-threat, and that is
since, in principle, technology itself is not an issue of security threat, and the cyber
domain is viewed as one only when perceptions of the political authority assume
that there is a reference object exposed to risks due to the misuse of technology.

The cyber domain, as illustrated in Figure 1, is determined whether or not
it represents a security issue depending on how it is perceived. Eriksson and
Giacomello (2007) argue that this state of threat is related to the meanings and
perceptions political authorities apply to technology and communications tech-
nologies and on the manner in which they are used. Their analysis concludes that
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identifying the actors responsible for cyberthreats and the entity that ought to
deal with them depends on the contexts and frameworks in which these threats
are involved, which, ultimately, reflect the nature of the perceptions and mean-
ings applied to the cyber domain.

Figure 1. An illustrative figure of the manner in which the cyber domain becomes an issue
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The matter of greatest relevance to this study is the case in which the cyber
domain becomes an issue of security threat. Figure 1 illustrates this case. Since
the cyber domain is of a neutral nature, these threat patterns emerge and derail it
from its neutrality, characterising it as a threat domain, and hence they represent
distinct threat patterns. One analysis approach holds that the distinct domain
around which perceived threats emanating from the cyber domain centre is
related to the idea of ‘conflict’ in the military sense. Threats, in this sense, are
perceived through what Branch (2020) terms foundational metaphors’, which
refers to using the experience of a different phenomenon as a reference to un-
derstand the opportunities and threats associated with the cyber domain. This
is the case with the US military perspective, which views the cyber domain as a
new dimension of conflict alongside the three traditional dimensions (land, sea
and air), i.e., the metaphors that established the understanding of this domain as
a space of conflict are essentially derived from US military experience in conflict
over the three mentioned dimensions. Additionally, there is another approach,
e.g., Gomes and Whyte (2021), that deals with malicious activities and attacks
negatively impacting infrastructure differently, and that is through the context of
their political and social risks. Although such impacts on the political and social
structure are limited, the lack of experience in this regard often leads to exces-
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sive securitisation of the cyber domain, and makes it into a threat issue involving
greater risks than what reality indicates.

This lack of experience is evident in what Lawson (2013) terms ‘scenarios of
cyber doom’, which are the supposed stories that warn of the potential impacts
of cyberattacks, especially the supposed concerns about technology escaping
human control. Such scenarios contradict what facts relating to cyberattacks
indicate, and the capacity of these attacks to impact infrastructure, the economy
and society appears to be exaggerated, consequently leading to overly exagger-
ated policies. Therefore, the process of building scenarios is related to a different
process that Dunn Cavelty and Wenger (2019); and Balzacq and Dunn Cavelty
(2010) term ‘knowledge production’, which refers to the specific knowledge
forms resulting from the interaction between technical and political impacts.
These knowledge forms work to include a certain cyber event in a specific so-
cial context, since the technical impacts of malicious cyberactivity are not by
themselves sufficient to prove the political relevance of cybersecurity, dictating
that there must be a technical matter rhetorically-linked to a different matter
that has a social or political value.

Contrary to the two aforementioned approaches, which deal with identify-
ing the threats associated with cyberactivity, there exists a third approach that
associates cyberactivity with the threat of penetrating the privacy of comput-
ers and communications devices for the purpose of collecting confidential and
sensitive information. For instance, Lindsay and Gartzke (2020) hold the view
that cyber operations exploit technical vulnerabilities in order to achieve their
goals of intelligence gathering (surveillance and espionage), network disruption
(sabotage and covert action), or indirect influence (sabotage and disinformation).

1t can be concluded that threats emanating from the cyber domain fundamen-
tally revolve around either activity related to military conflict, malicious activity
that has political and social impacts, or activity related to espionage and intelli-
gence. Additionally, there is a threat pattern associated with employing the cyber
domain in international competition. This pattern is of greater relevance than the
former three, since they only emerge after such employment of the cyber domain
takes place; the course of events is as follows. First, one state, or states, seeks to
develop its technological base, and to own and employ the necessary cybertechnol-
ogy for the purpose of maximising its political, economic and military gains at the
expense of others. Second, a targeted state, or states, perceives or securitises this
behaviour. Ultimately, once this behaviour is perceived or securitised, competi-
tion between the states in concern arises, and the three aforementioned threat
patterns emerge in their mutual relations. Such a perception of competition is
related to the degree of convergence or divergence of norms, and that is since
norms represent the fundamental standard for explaining the behaviour of others
in the cyber domain as to whether or not it represents a threat and competition,
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and also since they prompt states to follow specific behaviour patterns in con-
fronting the activity of competing states adopting different norms.

Cyber Norms and Shaping a Common Threat Perception
Several approaches that discuss cyber norms have emerged, i.e., that discuss the
role of principles and notions in directing state behaviour towards the usage of
cybertechnologies and the manner in which it is perceived. These approaches
differ in establishing a suitable definition of cyber norms that best describes
their nature, and can be divided into four major approaches. The first approach,
termed the ‘behaviour approach’, starts with the idea that cyber norms achieve
uniformity in the behaviour of states with respect to identifying the limits of
using communications and internet technologies. This approach is represented
by Kuebris and Badiei (2017), who conclude that norms are essentially a process
consisting of a set of state efforts that aim to produce a common language for
the behaviour of other states, which indicates achieving uniformity of behaviour
towards cyberactivity. The second approach, known as the ‘strategic construc-
tion approach’, views cyber norms as notions that frame the costs and returns of
employing cyber tools in achieving political interests of the state. Cyber norms,
according to this approach, are more than just a means for coordination and
cooperation. Instead, they serve the function of ‘the normative saturation of
strategic action’, i.e., aligning strategic behaviour and rendering it justified and
consistent with norms and notions (Kurowska 2014, 2019; Subotic 2016). The third
approach is the ‘regulation approach’, which deals with cyber norms in terms
of their capacity or incapacity to impose legal obligations on states, and views
them as a necessary initial step, although not legally binding; Macak (2017) argues
that norms could be turned into a law that gives them a binding status through
international agreements and treaties, which are considered binding sources of
state behaviour that entail legal responsibilities in the event they are violated.
The fourth approach, termed the ‘constructive approach’, views cyber norms as
collective expectations of what behaviour on the part of actors of certain identi-
ties in the fields of technology and communications ought to be, and considers
norms to be essential for achieving cybersecurity; Finnemore and Hollis (2016)
argue that norms consist of four major elements. First, there is the element
of identity, i.e., the group to which the rule applies. Second is the element of
behaviour, which refers to the measures that must be taken in order for norms
to become effective, and these measures could be either regulatory (regulating
the limits of the behaviour of actors), or foundational (establishing new institu-
tions or acting entities). Third is the element of propriety - that is, the capacity
of norms to meet the political, legal or cultural demands of the group adopting
them, thereby advancing and strengthening these norms. Last but not least, is the
element of collective expectations, and the capacity of norms to create common
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perceptions and understandings among members of the group with respect to
the value that their behaviour towards one other involves. From this standpoint,
the constructive approach appears to be the most suitable approach for dealing
with the role of norms in the cyber domain, since it involves explaining two
basic characteristics, namely convergence and divergence - that is, why some
actors might adopt similar norms, whereas others might not. The three former
approaches, however, deal with norms from a different perspective, which is the
perspective of what their existence or creation achieves, whether it is uniformity
in the behaviour of states, or framing the strategic action of the state. In contrast,
the constructive approach focuses on how state behaviour in the cyber domain is
shaped, and on the factors that lead to either a similarity of norms and thereby
to cooperative behaviour, or to a conflict of norms and thereby to mutual threat
perceptions and conflicting behaviours.

The emerging cyber norms within the framework of the NATO provide a clear
model on how convergence and similarity of norms among members of a group
arise, and on how the behaviour of a group of states towards the cyber domain
is shaped. Atlantic norms arose among NATO states as the group to which these
norms apply, and as a group of a distinct identity that reflects the adoption of
common liberal values. These norms meet the cultural demands of NATO mem-
ber states, which are to promote a free, open and peaceful cyberspace, in addition
to the political demands of confronting the Chinese and Russian threat, which
are adopting counter-norms and behaviours that pose a threat to the values of
a free and open internet (North Atlantic Treaty Organization 2023). Moreover,
these norms have produced a security behaviour that involves determining the
actions and activity that the alliance is permitted to conduct, as was declared
during the 2014 ‘Wales Summit’ that cyberattacks constitute an operational field
and a part of collective defence activity against potential enemies (North Atlantic
Treaty Organization 2014), and also in 2020 when the ‘Allied Joint Doctrine for
Cyberspace Operations’ considered the cyber domain to constitute the fourth
operational dimension of the alliance alongside the land, air and sea dimensions
(North Atlantic Treaty Organization 2020). Moreover, Atlantic norms have also
produced a foundational behaviour that involves establishing new structures and
institutions as acting entities that perform a certain role in the cyberdefence of
the alliance, such as the establishment of the NATO Cooperative Cyber Defence
Centre of Excellence (CCDCOE) and the Cyberspace Operation Centre (CYOC)
in 2018 (Maigre 2022).

The reviewed model clarifies the role of norms in creating collective behaviour
expectations among group members of similar identities. However, it remains
relevant, through this model, to point out the role of norms in creating a com-
mon threat perception. In this respect, arguably, identity works to specify the
group that seeks to align cyber norms with their own cultural, political and legal
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demands. This produces common perceptions towards the behaviour and norms
of other groups with respect to whether or not they align with these demands
(particularly, as will become clear later on, during the stage in which the first group
seeks to generalise its norms on the international level). In the event they contra-
dict, not align, the first group is led to perceive the behaviour of others as a threat,
prompting it to follow a foundational and organisational counter-behaviour. This
behaviour would be consistent with mutual expectations between its members
with respect to establishing joint security arrangements to deal with the perceived

Figure 2. An lllustrative figure of the role of cyber norms as rules that govern the meanings, conno-
tations, and representations of cyber-threats, and their role in incentivising behaviour in confron-
tation of the perceived threat
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state of insecurity caused by the behaviour of competitors. Norms, in this sense,
serve as a governing rule, since they determine the meanings and connotations
that states apply to the cyber domain, making it into an issue of security threat
in the process. Furthermore, norms identify the various threat representations
related to this domain, and work to produce a suitable behaviour among states
of similar norms to confront the perceived threat situation in the cyber domain
caused by adversaries, i.e., establishing joint security arrangements.

Cyber Alliances or Alignments

Common cyber norms, as illustrated in Figure 2, prompt certain multidimen-
sional action patterns to confront various threat patterns posed by enemies
or competitors using such technologies. However, of greater relevance is the
resulting unified behaviour of a group of states having similar threat percep-
tions towards the cyber domain, i.e., the coordinated, organised behaviour that
is based on the distribution of roles in confronting nonmilitary cyberthreats.
Such security arrangements could be considered to either have the nature of an
alliance or to constitute an alignment, and the latter appears to be more suit-
able for dealing with rapprochement in the cyber domain. The reason for such
suitability, as expressed by Wilkins (2012), is that alliances are established for the
purpose of using military-power resources under certain conditions, whereas
‘alignment’ is a broader, more fundamental term that indicates mutual expecta-
tions with respect to coordinating policies in dealing with situations involving
multifaceted, multidimensional threats not limited to the military dimension
under certain conditions. Moreover, alignments by nature depend on the degree
of political, cultural and economic compatibility of the states between which
they arise, and hence contradict alliances in terms of the mechanisms of their
emergence. Whereas the existence of alliances as a military phenomenon is
related to the balance and distribution of powers between states, the basis of
alignments is the compatibility of national characteristics (values, norms and
identities) that prompts states to establish this pattern of security arrangements
(Erkomaishvilli 2019).

The proposed ‘T10’ grouping represents an alignment pattern the US and UK
are seeking to form in confrontation of Chinese and Russian cyberthreats. This
alignment is based on mutual expectations, produced by common liberal-values
identities, of the behaviour that each state would follow in support of other
states constituting this grouping. Confronting the mentioned threats would be
achieved by coordinating security and intelligence policies aimed at ensuring
that China does not gain leadership in emerging technologies, e.g., artificial
intelligence and quantum computing, in addition to deterring cyberattacks,
and enhancing the promotion of democratic norms to counter ‘authoritarian
technology’ promoted by Chinese firms (Feldstein 2020). The ‘Chip 4’ grouping
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provides yet another example on alignment patterns. First proposed in 2022,
this alignment consists of the US, South Korea, Taiwan and Japan, and aims
to cooperate and coordinate policies among firms and governments of party
states with respect to ensuring the security of the global semiconductor supply
chain and blocking Chinese access to it (Davies, Jung, Inugak, & Waters 2022).

The major issue of concern remains to analyse the manner in which such a
pattern of security arrangement arises. Arguably, the first step towards forming
alignments between states is the existence of common norms that produce a
common perception of cyberthreats. For this purpose, it is appropriate to use
the model presented by Finnemore and Sikknik (1998) to simulate the manner
in which common norms are transformed into security alignments under the
presence of competing norms adopted by a different group. This model suggests
that norms go through three stages leading to their institutionalisation. In the
first stage, termed ‘emergence of norms’, governments face mounting pressure
from some domestic agencies that have their own notions of what appropriate
behaviour in society ought to be (civil society organisations, political parties, etc.),
and norms emerge domestically as governing rules of state behaviour towards
certain issues and reflect the values it adopts. The second stage, termed ‘norms
cascade’, involves the transition of norms from a domestic to an international
level. States seek to generalise their norms on other states and impose them as
governing rules of their behaviour, which is achieved through various means, such
as diplomatic support and economic sanctions or incentives. Norms, during this
stage, experience both adoption and opposition, and this stage is characterised
by the emergence of competing norms pushed towards generalisation on the
international level. Ultimately, norms in the final stage are ‘internalised’ and
transformed into certain institutional structures, i.e., international institutions
that resemble frameworks under which a group of states adopt common behaviour
rules towards one another, and these frameworks reflect the values these states
adopt towards certain issues.

The framework of analysis through which forming security alignments or part-
nerships in the cyber domain can be explained, particularly the ‘transatlantic align-
ment’, is obtained by applying the mentioned model. First, cyber norms emerged
domestically in the US and EU as behaviour rules, and reflected the values they
adopt towards this domain. These norms are fundamentally a framework that
governs perceptions of national security threats, which can be inferenced from
the security strategies of both parties towards the cyber domain. Subsequently,
norms began to cascade, and the US sought to generalise its cybersecurity model
on the international level based on its own perceptions of this field of security,
leading to a conflict of norms with China and Russia, which simultaneously seek
to generalise their own norms and impose them as behaviour rules on other states,
i.e., a pattern of international competition occurred on what norms governing
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the cyber domain ought to be. During the final stage, US norms were internalised
and transformed into institutional structures that include EU members of simi-
lar orientations towards the rules and values ought to govern the cyber domain.
This type of institution represents a security alignment between the US and EU,
and aims to prevent China and Russia from generalising their cyber norms, an
endeavour that poses a threat to American and European national security.

The Emergence of American and European Cyber Norms

Analysing US and EU cyber norms is a prerequisite of understanding the common
meanings, connotations and perceptions through which the two parties identify
the form of cyberthreats. These norms reflect American and European values,
and establish rules that govern their behaviour in confronting cyberthreats and
risks. Moreover, norms are used as a standard for determining the existence or
absence of these types of threats, i.e., behaviours opposing norms are perceived as
a security threat, since they violate the rule that governs behaviour and the values
this rule involves. Therefore, discussing American and European norms neces-
sitates analysing their origin and emergence on the domestic level by observing
the cybersecurity strategies of each party.

American Norms and the Form of Cyberthreats

Cyberthreats were first identified as a threat to the US national security in the
2010 ‘National Security Strategy’ (The White House 2010). Thereafter, norms
governing the cyber domain have been continuously emerging in the US. These
norms reflect American cyber values, and identify the meaning of threats the cyber
domain poses to the US national security, in addition to being rules that govern
US behaviour towards cyberthreats. Furthermore, this strategy establishes that
values related to cybersecurity are primarily embodied in the protection of civil
liberties and personal privacy, i.e., values of liberal, individual freedom. It also
identifies cyberthreats as the use of technology for the purpose of damaging the
US economy, such as hacking communications networks and e-commerce and
intellectual property theft, in addition to inflicting damages on the military sector
by hacking military networks, all of which are threats posed by various entities,
from terrorist groups, to competing or hostile nations.

The 2011 ‘International Strategy for Cyberspace’ discussed in greater detail the
meaning of values related to the cyber domain, embodied in civil liberties and per-
sonal privacy, by indicating that they provide the rules of state behaviour towards
this domain (The White House 2011). These values, as will be noticed, have played
amajor role in the US endeavour to generalise its norms on the international level.
To the US, the nature of the cyber domain, and the communications networks
and internet it involves, represents a technical and a social decentralised pattern,
i.e., no central entity exercises its authority on it, whether this entity is the politi-
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cal authority, or any other actor; instead, it is a multi-actor, multiclass domain,
rendering it an open, free domain that must not be dominated by any one party.
This characteristic is viewed as both important and necessary. The US considers
that drafting international rules ought to be done through the ‘multistakeholder
approach’, since this approach, as opposed to other approaches, requires states
to involve private sector entities (communications and technology firms) in the
process of drafting rules, which resembles the open and comprehensive nature
of the cyber domain.

European Norms and their Transition to the Level of the European Union
Cyber norms began to emerge domestically in European states as values and rules
that identify behaviour towards the cyber domain, and were then transitioned
to and generalised on the level of the EU. European norms are closely related to
those adopted by the US. For instance, the ‘UK Cybersecurity Strategy™ of 2011
(Cabinet Office 2011) laid the foundation of the norms, values and rules that guide
UK behaviour towards the cyber domain, all of which appear to be derived from
the values of liberal freedom that it adopts. This is reflected in the strategy’s af-
firmation that values involved in the cyber domain should be derived from British
‘traditions’ and guided by the values of freedom, justice and rule of law. Further-
more, it expressed that the widespread, expansive and interconnected nature of
the cyber domain should lead to the promotion of these values.

The 2011 ‘Cybersecurity Strategy for Germany’ laid the foundation of German
norms that identify the values and behaviour of Germany towards the cyber
domain, which are to a great extent similar to those adopted by the US and UK
in terms of the freedom of this domain and state behaviour towards entities that
should perform their respective roles within it (Federal Ministry of the Interior
2011). This strategy expressed that cybersecurity is derived from the values of
freedom, and that ensuring cybersecurity leads to ensuring freedom and de-
velopment in Germany, since state institutions, its vital infrastructure (energy,
transportation, communications, etc.) and German firms are increasingly reliant
on communications and information technologies, which consequently turns
any threat posed to these technologies into threats to social and political life.
Moreover, the rule that identifies the desired behaviour of Germany in achieving
cybersecurity is based on the fact that the interactions governing the neutrali-
sation of threats emanating from the cyber domain must involve partnerships
between governmental institutions and political authorities on one hand, and

1 Itis worth noting that the reason for mentioning UK cyber norms within the context
of discussing EU norms is that norms of the UK were produced prior to its withdraw-
al from the EU, i.e., when it had exercised an influential role in transitioning cyber
norms from the national level to the level of the EU.
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private sector firms and society on the other, with the deviation from this rule
leading to an incapacity to achieve cybersecurity. Other European states, such as
the Netherlands and Czech Republic, have also adopted cyber norms similar in
nature to those adopted by Germany and the UK (The European Network and
Information Security Agency 2012).

Domestic norms specific to each European state were transitioned to the level
of the EU in 2013 when the ‘EU Cybersecurity Strategy’ was first adopted (The
European Union 2013), which involved the same norms adopted by each state
individually. This can be observed in the strategy’s five guiding principles of EU
policies towards cybersecurity, representing the values and behaviour rules the
Union adopts towards issues of the cyber domain. First, core values of the EU
apply to the ‘cyberspace’ to the same extent they apply to the ‘physical world.
Second is preservation of fundamental rights, freedom of speech and protection
of personal data of EU citizens, and that is since in order for cybersecurity to be
effective, it must be based on the fundamental rights and freedoms enshrined in
the ‘Charter of Fundamental Rights of the European Union’? Third is freedom of
accessibility to the internet, i.e., all individuals residing in the EU should be able
to access the internet. Fourth, management of the cyber domain ought to be in
accordance with the ‘democracy’ and ‘multistakeholder’ approach, which affirms
the central role of the private sector in achieving cybersecurity, and the absence
of a single dominant party (political authorities of EU member states, primarily).
Lastly, the strategy refers to the joint responsibility in ensuring security, implying
that all parties — governmental, individuals and firms - are jointly responsible for
responding to cybersecurity threats.

The Cascade of Cybersecurity Norms and Emergence of their Competing
Counterparts

Shifting the discussion on the emergence of norms from a domestic level to the
level of international interactions requires analysing how these norms cascaded,
i.e., analysing how the US sought to generalise the behaviour rules it adopts, the
means it has employed to this end, the accompanied consent and dissent towards
these norms, and the emergence of competing norms that China and Russia seek

2 The core idea of the Charter of Fundamental Rights of the European Union refers to
the group of natural, civil and political individual rights that EU citizens enjoy. These
rights include, interalia, the right of dignity, freedom, equality and solidarity, and
they reflect the values and principles of liberalism, which generally serves as the core
of western democracies. Moreover, referring to these rights in the ‘EU Cybersecurity
Strategy’ makes clear the extent to which the values that the EU adopts influence its
perception of the nature of threats emanating from the cyber domain and the extent
to which they identify the rules governing its behaviour towards this domain. For
further details on the Charter of Fundamental Rights, see European Parliament 2000.
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to generalise. Since generalising norms, accepting and opposing them, and the
emergence of competing norms are in effect what led to the establishment of the
transatlantic alignment, such analysis of the cascade of norms is of great relevance.

Generalising American Cyber Norms and the Endeavour to Construct an
International Order

The generalisation of US cyber norms on the international level can be analysed
through the context in which the US seeks to construct an international cyber
order, i.e., transform the norms it adopts into international rules and institu-
tions of the cyber domain that promote its interests as a dominant power in
international interactions. In this context, the 2011 ‘International Strategy for
Cyberspace’ indicates the manner in which the US has been seeking to establish
rules that identify the behaviour of other states in the cyber domain (The White
House 20r11). This strategy expressed that the nature of norms and rules ought to
govern international cyber interactions is defined in achieving peace and global
stability (preserving the stability of the international liberal order and ensuring
the absence of any alterations that might affect its status in it), and in establish-
ing the fundamental rule that determines the mutual rights and duties of states.
These rules include:

1. Upholding fundamental freedoms: states must respect the fundamental
rights of individuals, entities and other states to speech and to connect
through the internet.

2. Respect for property: states must, through domestic laws, respect the
rights of intellectual property of individuals and firms, including patents
and trade secrets.

3. Valuing privacy: which refers to protecting individuals from arbitrary or
illegal state interference with their privacy.

4. Protection from crime: States must identify and prosecute internet crimi-
nals.

5. Right of self-defence: In accordance with the Charter of the United Na-
tions, states have the right to defend themselves in the event of hostilities
or attacks in the cyberspace.

Pursuing this vision, the US has resorted to various means to generalise these
norms on the international level. One such attempt was to build a consensus
within the United Nations, through its Groups of Governmental Experts, to-
wards establishing rules that govern the cyber domain; it was able to achieve
this end in 2011 by building a consensus on three fundamental principles of
cybersecurity. These principles, as Mazarr et al. (2022) argue, represent behaviour
rules that states must abide by, and entail three matters. First, they entail that
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states recognising these norms under the framework of the United Nations
must neither support nor by themselves launch cyberattacks that undermine
or damage the vital infrastructure of any state. Second, states must not hinder
any response to cyber emergencies, and, lastly, should mutually cooperate in
prosecuting internet crimes launched from within their respective lands.

The US endeavour to build international consensus on norms of cybersecurity
was not limited to its efforts within the United Nations. Similar attempts can
be observed in the ‘Wassenaar Arrangements’ between 2013 and 2015, which are
agreements concluded by the US with 40 other states for the purpose of set-
ting a multilateral export control regime on some cybersecurity products and
technologies, including the exchange of software and physical communications
technologies of a dual use, i.e., that could either be used in developing the vital
technological and digital infrastructure, or as a means of espionage and censor-
ship. The usage of these export-controlled technologies is what primarily leads
to potential human rights violations, e.g., censorship on associations and opposi-
tion political parties (U.S. Department of Commerce 2017), which indicates that
rules and norms established by the “Wassenaar Arrangements’ are nothing but
a reflection of American domestic norms embodied in the principle ‘freedom of
the internet.

It is worth noting that the US efforts to establish norms and rules of the cyber
domain on the international level comprise only one part of its endeavour to
construct an international cyber order, i.e., to establish a set of rules, norms and
institutions that govern the cyber domain and reflect US interests as the dominant
power of the international system. This has been necessitated by the existence
of competing states seeking to construct an alternative order. China represents
the major competing power, since it seeks to generalise its norms and construct
an order that contradicts US norms, thereby prompting the latter to add a new
cyber suborder to the prevailing international order, which was constructed
in the post-WWII period and comprises of three suborders: the international
economic order established by the Bretton Woods System and the World Trade
Organisation, the international security order established by a series of treaties
and rules, and the international human rights order (Kundnani 2017). What this
all implies is that in the event the US fails to construct an international cyber
order whereas China succeeds in doing so, both the prevailing liberal order and
the status of the US as the sole dominant power of the international system could
potentially become threatened.

The Competing Chinese and Russian Cyber Norms

Parallel to the US endeavour, competing Chinese norms, embodied in the
notion of ‘cyber sovereignty’, have emerged and are being pushed towards
generalisation on the international level as well. Such dissimilarity of norms
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and visions does not merely imply a difference in identifying the technical rules
of managing and functioning the cyber domain and the various internet and
communications technologies it involves, but rather signifies contradictory
visions of the international political order of the cyber domain (Lindsay 2014),
i.e., competition over identifying the rules, norms and institutions of the cyber
domain that each state seeks to establish. Consequently, the two states have
been involved in an intense competition thereafter.

‘Cyber sovereignty’ is a notion that was adopted by Chinese ruling elites first
on the domestic level, and at a later stage was pushed towards generalisation on
the international level as the basis of the international order that China seeks
to construct. It refers to the idea that the internet and all processes related to
technology and communications developments must be subject to state sov-
ereignty, that this domain is within, not outside of state control and is subject
to its authority. Moreover, it implies that each state should respect the right of
other states to choose their own course of developing their cyber capabilities
and technologies with respect to the methods of managing this domain and the
public policies through which it is organised and guided. Therefore, norms of
‘cyber sovereignty’ are designed to serve four major purposes of China. The first
purpose is to preserve its critical infrastructure, which has become increasingly
reliant on the developments of technology. Second, to preserve the ideology of
the Chinese political system, i.e., to ensure that no anti-communist values and
principles are promoted through the internet and communications networks.
Third, to preserve high economic technology and technology industries of
an economic aspect, and, lastly, to employ such industries in constructing an
international cyber order as an alternative to the liberal order that the US is
proposing (Wang 2020).

To achieve compatibility between these ends, a prerequisite of putting ‘cyber
sovereignty’ norms into practice, China has taken advantage of its initiatives.
One clear example of efforts aimed at establishing international institutions
and rules of the cyber domain that reflect Chinese norms is the “‘World Inter-
net Conference’ (WIC). Launched in 2014, this initiative emerged as an annual
conference held in China. Participants of the WIC are states adopting similar
visions of what principles and rules ought to govern the cyber domain, such as
members of the Shanghai Cooperation Organisation, and the states targeted by
the ‘Digital Silk Road’ initiative. The first conference, held in 2014, promoted
‘cyber sovereignty’ norms by affirming that the challenges posed to national
sovereignty by the cyber domain represent the most prominent issue to the WIC,
which should prompt the international community to establish a pluralist ‘global
governance system’, i.e., since the cyberspace is subject to state sovereignty,
then states are the only actors with the right to shape the rules by which their
behaviour in this space is governed (China Daily 2014). This approach represents
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an alternative to the US approach, which is based on partnership between the
state and stakeholders of the private sector in establishing cyber domain rules.

Chinese norms have been presented as an alternative through various other
initiatives, including the ‘Digital Silk Road’ initiative of 2015. This initiative
aims to establish a set of international rules and norms with China at the cen-
tre, and involves Chinese investments in building the necessary technological
infrastructure in various Asian, African and European states, e.g., building 5G
networks, installing fibre optic cables, and installing submarine communica-
tions cables. However, the ‘Digital Silk Road’ also has a political aspect primarily
embodied in promoting regional and international correlation (Dekker, Hei-
jmans, & Zhang 2020). This would be achieved through, first, building infra-
structure and promoting trade and finance between China and participating
states, and second through promoting Chinese innovations and technologies
in these states, i.e., to render China the global source of technology. Last, it
would be achieved through altering global technology supply chains so as to
start from China rather than western states (the US, in particular), implying
further integration between Chinese technology firms and African and Asian
states targeted by the initiative.

Unsurprisingly, the US views both initiatives as a threat to its international
interests, since China, through generalising ‘cyber sovereignty’ norms, seeks
to become a ‘great cyber power’. This latter term was first introduced by Chi-
nese president Xi Jinping in 2015, when he implied that if China aspires to be
influential in shaping international policies, then it must become the leading
power in technology and control its global courses. Such a perspective is the
product of associating dominating the ‘waves of civilisation’ with state power.
For instance, Great Britain dominated the wave of industrial civilisation in the

18" century and became a dominant power on the international level, allowing
it to construct an international order that serves its interests. China applies this
experience to the wave of digital civilisation (Hemmings 2020), and dominat-
ing the age of ‘information revolution’ is considered by Chinese ruling elites to
render China a dominant power with the capacity to construct an international
order that serves its interests and dispose of the ‘humiliation’ it suffered in
the ‘Opium Wars’ (Doshi et al. 2021). Therefore, by employing the information
revolution to its interest, China would become an influential power in shaping
the structure of the international system and order, instead of being influenced
by the policies of the prevailing great power, as was the situation during the
18th century. Achieving this status is a threat to the US, since the latter would
cease to be the sole great power, and the structure of the international order it

has been constructing since the end of WWII would be altered.
Russia adopts cyber norms that are similar in nature to those of China, par-

ticularly the ones related to ‘cyber sovereignty’ (Security Council of the Russian
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Federation 20106). However, this sovereignty involves different matters to each
party, resulting in different ends to be achieved by employing cybertechnologies,
and different mutual threat perceptions between the two states. Chinese cyber
sovereignty involves state control over the cyber domain, and employing this
domain towards establishing new rules and institutions of the international
order, whereas Russian understanding of cyber sovereignty involves employ-
ing cybertechnologies to politically influence the West. This indicates a Rus-
sian preference of ‘cyberattacks’ and ‘cyber warfare’ to politically destabilise
targeted states, an approach that has been used by Russia on several occasions,
such as employing its cybertechnologies to influence the results of the 2016 US
presidential elections, and also the results of the BREXIT referendum (Broeders,
Adamson, & Creemers 2019).

Therefore, Russian notions focus on achieving superiority in ‘cyber warfare’
instead of focusing on the Chinese notion of ‘great cyber power’. To Russia,
cyber warfare’ refers to a confrontation between two or more states in the
cyberspace for the purpose of causing damage to the information systems,
resources and critical infrastructure of opponents, thereby undermining their
political, social and economic systems; it constitutes a psychological system
that aims to destabilise the state and society (Pijovi¢ 2021). The cyberattack
on Estonia in 2007 provides an example on how dependent Russia is on the
pattern of cyber warfare. Subsequent to a political dispute between the two
states, Russia launched a series of cyberattacks that targeted Estonian critical
infrastructure and aimed to disrupt the country’s banking sector (Ottis 2007).

Perspective differences between China and Russia on cyber sovereignty
have also impacted Russian preferences with respect to its behaviour within
regional security institutions and complexes in which both states participate
(BRICS and SCO), as Russia appears to be unwilling to integrate its norms
into such institutions. Whereas Chinese activity within the ‘Digital Silk Road’
initiative and the ‘WIC’ aims to generalise its antiliberal cyber norms, Russian
behaviour has been primarily directed towards generalising the norms of ‘cyber
warfare’ within the Collective Security Treaty Organisation (CSTO) (Flonk
2021). This has led to a militarisation of Russian norms, which is consistent
with the Russian perspective on what cyber sovereignty involves, giving norms
a different aspect from the economic aspect of the cyber domain that China
promotes within the mentioned blocs and initiatives. Integrating norms in this
manner aims to reduce the military technological gap between Russia and the
West, and achieve superiority in this field. The CSTO guidelines for internet
and information security provide clear evidence on this. According to these
guidelines, Russia provides training for information security specialists, and
prepares military cadres for member states in the fields of information and
cybersecurity (Sukhankin 2018).

3
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The Internalisation of American Norms and the Transatlantic
Alignment in the Cyber Domain

American and European cyber norms were internalised and made into insti-
tutional structures that resemble a security alignment, aiding the two sides
to overcome their previous contentions raised by the cyber domain. These
institutions have been putting forth their own alternative initiatives, and aim
to contain and isolate China and Russia from technology that is necessary
to build their cyber capabilities. This is related to the ‘cascade’ of American
norms. Through this ‘cascade’, the US has sought to generalise its cybersecurity
model on the international level. In response, competing Russian and Chinese
norms emerged, through which the latter seeks to influence the structure of
the prevailing international order. Such Russian and Chinese influence alters
the current status of the US, and affects its endeavours to construct an inter-
national cyber order, hence the reason the latter perceives this influence as a
threat. In this context, the transatlantic alignment has evolved from one form
into another, that is, from the 2014 ‘EU-US Cyber Dialogue’ (European Union
Websites 2014), into the ‘EU-US Trade and Technology Council’, which was
established in 202r1.

The Evolution of Transatlantic Cyber Relations

Establishing the CCDCOE in 2008 represented the first wave of US-EU coop-
eration within NATO in confronting the Russian behaviour of employing the
tools of ‘cyber warfare’. This response is consistent with how Russia defines the
cyber domain, i.e., an aspect of military conflict. Therefore, the major purpose
of establishing the CCDCOE was to manage potential cyber warfare and conflict
between NATO and adversaries, particularly Russia. Despite this cooperation,
however, the cyber domain has for a relatively long time raised contentions
between the two sides, hindering any attempts to deepen this cooperation, let
alone form an alignment. These contentions are embodied in US misconduct in
terms of employing the cyber domain against allies, in concerns related to data
privacy, and in economic competition. Nonetheless, with the establishment of
the ‘US-EU Trade and Technology Council’, the two sides appear to be working
towards overcoming their contentions and reaching a mutual understanding.
Such an understanding constitutes both a test and a decisive result of the role of
similar norms in producing a similar form of threat perception towards Chinese
and Russian behaviour in the cyber domain, consequently working to form a
transatlantic alignment to confront these threats.

The first point of transatlantic contention was embodied in US misconduct
with respect to data privacy breaches and the conduction of espionage activities
against several EU members. Edward Snowden, a former US National Security
Agency (NSA) officer, exposed this behaviour through what became known as
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the ‘Snowden leaks’ or the ‘Snowden incident’. The leaks revealed that the NSA
had been collecting phone records and using a spy programme called PRISM
to collect and transfer data on Facebook and Google users in Europe (Solms &
Heerden 2015), and to spy on EU diplomats for the purpose of gaining influence
during the talks on reaching a ‘Transatlantic Trade and Investment Partnership’
agreement with the EU, which were scheduled in July of 2023, leading to calls by
European Parliament members to cancel the talks (European Union Centre for
North Carolina 2014). Consequently, trust between the two sides was undermined,
and the EU began to perceive the risks of excessive dependence on US technol-
ogy and networks, leading to a shift in views on cybersecurity, data protection
and privacy (Renard 2018). This was evident in the European endeavour to issue
new rules aimed at limiting questionable data transfers from EU member states
to the US (Traynor 2013).

The issuance of such rules in 2016 under the ‘General Data Protection Regu-
lation’ (GDPR) revealed the second transatlantic contention, that is, concerns
over data privacy. Data protection mechanisms of the GDPR contradict the
US vision on how employing data in competition with adversaries ought to be.
Under the GDPR, which represents the European approach to data protection,
the EU exercises a central role with respect to data belonging to its members,
whether in terms of preventing unauthorised access by third parties to infor-
mation stored on the internet and servers located in EU member states, or in
terms of restricting data transfers to nonmembers by requiring prior approval
of the European Commission (EC) (The European Parliament, The Council
of the European Union 2016). On the other hand, the US strategic approach
divides data into three areas: the ‘blue cyberspace’, ‘red cyberspace’ and ‘gray
cyberspace’. According to this approach, achieving superiority over adversaries
in this field requires the US not only to protect the ‘blue cyberspace’ (networks,
data and internet servers owned and controlled by the US), but also to exercise
influence on the ‘red cyberspace’ (networks, data and internet servers owned
by adversaries), and to employ the ‘gray cyberspace’ (internet infrastructure
owned by allies, but used as a conduit for data outgoing towards adversaries or
enemies) in serving its interests. Within the ‘gray cyberspace’, the US has worked
towards accessing data of enemy parties through the digital infrastructure of
allied states, e.g., the US Cyber Command deleted 1SIS propaganda material
from German servers without obtaining prior consent, leading to tensions be-
tween the two states (Smeets 2020). Such approach differences had disrupted
any attempt to regulate the flow of data between the US and EU, as was the
case when the Court of Justice of the European Union invalidated the proposed
‘Privacy Shield’ framework between the two sides on grounds of the absence
of adequate guarantees within US law, and data surveillance on the part of the
latter during transfers (Marconi 2023).
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The third transatlantic contention is economic competition in the digital do-
main, particularly with respect to the tax policies known as ‘digital services taxes’
(DSTs). First proposed by the EC in 2018, these taxes would be imposed on US
technology firms operating in the EU and included a tax rate of 3%, but faltered
due to disagreement between party states (Lowry 2019). Nonetheless, European
states have individually adopted a digital tax outside the framework of the EU.
For instance, France imposed a 3% tax on gross revenue resulting from digital
interfaces and targeted advertisements, which applies to large firms generating
25 million euros in revenue from their operations in France and 750 million euros
from global operations (Frieden & Stephanie 2021). Similarly, other European
states followed suit by adopting similar tax rates, such as Spain and Italy, in ad-
dition to Austria and Hungary adopting a 5% and 7.5% tax rate, respectively; the
French measures remain the most relevant as the only measures that were put
into effect (Geringer 2021). These measures led to tensions between France and
the US, and prompted the latter to announce in 2020 that it would impose a tax
with a value of 1.3 billion USD in 2021 in the event France resumes collecting the
DST (Asen 2021).

Establishing the ‘EU-US Trade and Technology Council’ represented a major
step towards overcoming these contentions and forming a transatlantic alignment
between the two sides, in which the similar form of EU and US cyber norms was a
major factor. Through these norms, Chinese and Russian behaviour in the cyber
domain has been identified as a security threat, since it is driven by norms that
counter those adopted on the transatlantic level. In confrontation of this threat,
both sides have followed a behaviour of launching several initiatives under the
framework of the transatlantic alignment, such as investing in developing 5G
technologies, installing submarine cables and investing in critical infrastructure.
These initiatives appear to be designed as a means of competing with the afore-
mentioned Chinese initiatives, through which China seeks to promote its norms
and construct an international order that serves its interests. Furthermore, the
semiconductors initiative appears to be aimed at isolating China and Russia from
this technology, thereby impeding the development of their cyber capabilities.
Arguably, the transatlantic alignment, in its entirety, is ultimately designed as
a means of increasing EU and US influence, and hence containing China and
Russia, in the cyber domain.

Alternative Initiatives under the Framework of the Transatlantic Alignment

The ‘EU-US Trade and Technology Council’ is based on, inter alia, ‘cooperation
on emerging technologies’, ‘building resilient semiconductor supply chains’,
‘promoting values worldwide and reaching out to partners’, ‘further growing
transatlantic trade’, ‘enhancing security through export controls and investment
screening’, and investing in ‘digital infrastructure and connectivity’, i.e., initia-
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tives in the cyber domain, such as 5G communications (European Commission
Website 2022). To these ends, various working groups operate, such as the working
groups of ‘“Technology Standards’, ‘Misuse of Technology Threatening Security
and Human Rights’, ‘Cooperation on Export Controls of Dual Use Items’, ‘Secure
Supply Chains’, ‘Data Governance and Technology Platforms’ and other groups
that deal with different cybersecurity issues (U.S. State Department Website 2022).

Investing in critical and emerging infrastructure involves investing in devel-
oping 5G technologies and the necessary infrastructure for advanced technology,
and installing submarine cables in the US, the EU and third-party states, which
represents a parallel initiative to the ‘Digital Silk Road’. Investments in such
technologies and launching initiatives thereof are considered by the US and
EU a prerequisite of exercising international influence. The absence of these
investments renders both parties incapable of shaping policies and establishing
the required rules, norms and institutions of the cyber domain, and only states
that invest in critical and emerging technology would then be able to exercise
such influence (primarily China) (Torreblanca & Ricart 2022). Therefore, it is
necessary for the transatlantic alignment to invest in producing and developing
such technologies in its two parties and in third-party states, since this both
enhances the tendency of these third parties to accept the rules of the cyber
domain that are established by the alignment, and balances Chinese influence
in this domain.

This vision has prompted the ‘EU-US Trade and Technology Council’ to
invest in building and developing technology infrastructure in third-party
states since 2022, primarily targeting Jamaica and Kenya (The White House
Website 2022b). Projects in Jamaica aim to encourage and support the use of
digital technology by all governmental and nongovernmental institutions,
expand the wireless communications infrastructure and support the wide us-
age of communications networks provided by EU and US ‘trusted’ technology
firms. On the other hand, the initiative towards Kenya aims to provide the
necessary technical support for the purpose of developing and modernising
the Kenyan ‘Information and Communications Act’ It also aims to form a
strategy of building 5G networks in line with the principles and standards of
global infrastructure projects.

The indication that such investments and initiatives must be undertaken by
trusted’ EU and US technology firms implies that balancing and undermining
Chinese influence in the cyber domain requires undermining the capacities of
Chinese technology firms - Huawei and ZTE, in particular- and limiting their
international expansion. These firms represent the major tool of implement-
ing Chinese initiatives and achieving its vision of constructing an international
order. The joint statement of the second meeting of the ‘EU-US Trade and
Technology Council’ in 2022 expressed this perspective (U.S. Department of

3
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Commerce 2022) by affirming that building, developing and installing the an-
nounced 6G communications networks, besides from 5G networks, whether in
alignment parties or in third-party states, must involve diversifying the suppliers
of these technologies, which should be as limited as possible to ‘non-high-risk’,
‘trusted suppliers’ of technology projects.

Isolating China and Russia and Reshaping the Global Semiconductor Supply
Chain

The second end of the transatlantic alignment, lying at its core, is to boost US
and EU capacity to manufacture semiconductors and control their major stages
of production. Semiconductors are the basis of all technology projects and initia-
tives launched by the alignment. They also represent the foundation of all Chinese
technology industries, and are the basis of its ability to trigger political altera-
tions. The idea of ‘building resilient semiconductor supply chains’ aims to render
China neither capable of accessing this technology nor affecting its production
process, and to prevent Russia from owning and employing these technologies in
developing its military capabilities and capabilities related to information warfare.

A global supply chain refers to all economic institutions, entities and individuals

existing in different states and having a certain role in producing a certain good,
starting from its raw materials, to the final product delivered to the end consumer
(Hayes 2022). ‘Bottlenecks’, as they are often referred to, are the most important
link of any supply chain, and in the case of the semiconductor supply chain, they
are, in order, as follows (Ragonnand 2022):

1. Electronic design automation (EDA): the software and applications in-
stalled on semiconductors fabrication machinery.

2. Design: determining the specifications of semiconductors, such as their
production materials and sizes.

3. Fabrication tools: refers to producing the required machinery and tech-
nology for semiconductors fabrication.

4. Fabrication: in this stage, designs take a physical form as ,semiconductor
wafers’

5. Assembly, testing and packaging (ATP).

Figure 3 illustrates production shares within the global semiconductor sup-
ply chain. These statistics indicate the dominant role of the US within the first
two links (EDA and design), whereas the EU plays a major role alongside the US
within the third link (fabrication tools), e.g., the Dutch firm ASML is recognised
as one of the most important global suppliers of highly sophisticated and com-
plicated machinery used in fabricating semiconductors (Shead 2021). China, in
contrast, plays a somewhat puny role that is limited to the fourth and fifth links
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(fabrication and ATP), which prevents it from increasing its own production of
semiconductors and enhancing its position in this industry so long as it remains
reliant on the first three links primarily dominated by the US.

Figure 3. Production shares within bottlenecks of the global semiconductor supply chain
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Source: Ragonnand (2022)

Whereas blocking Russian access to these technologies is unchallenging, since
Russia has no capabilities within the bottlenecks of the supply chain, achieving
the pronounced end of ‘building resilient semiconductor supply chains’, one the
other hand, requires two things: first, to ensure that China is unable to enhance
its existing capacities within the fourth and fifth chain links, and second, to en-
sure its inaccessibility to the technologies of the first three links so as to render
it incapable of manufacturing semiconductors on its own. The US and EU have
taken various measures with respect to the first requirement, so as to enhance
their capabilities in ‘design’ and ‘ATP’ Such measures would simultaneously
increase their capacities within all links of the supply chain, which necessitates
reshaping this chain by shifting fabrication and assembly from east Asia (Japan,
Taiwan and South Korea) to the US and EU, thereby rendering the supply chain
centred around the transatlantic alignment. This approach can be concluded from
the US ‘CHIPS and Science Act’ passed by the US Senate in 2022, and ‘European
Chips Act’ passed by the European Commission in 2021.
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The US ‘CHIPS and Science Act’ aims to boost US semiconductor manufactur-
ing capacity, i.e., enhance its capacities within the fourth link (Fabrication). It also
provides the necessary investment incentives that work to promote US leadership
in developing and manufacturing semiconductors, promote its current leading
position within the technology domain, and reduce reliance on vital technology
sourced from China and other states that could experience tensions disruptive
to the supply of semiconductors (The White House Website 2022a). To this end,
52.7 billion USD were allocated, including 39 billion USD as financial incentives
to boost US semiconductor manufacturing capacity, and 11 billion USD for re-
search and development. These incentives primarily target foreign firms desiring
to contribute to increasing US production of semiconductors, in return for their
commitment to not expand any activity related to the semiconductor industry
in China for a duration of ten years (Dorsey and Whitney Lep Website 2022). In
response, Taiwanese semiconductor manufacturer TSMC, the largest manufac-
turer of semiconductors globally, announced that it would build two fabrication
plants in the US, the first of which is to start production in 2024 and is set up
to produce snm semiconductors, while production in the second plant is due
to start in 2026 and will produce 3nm semiconductors (Taiwan Semiconductor
Manufacturing Company 2022).

Passed by the European Commission in 2021, the ‘European Chips Act’ sets
objectives that are similar in nature to those implied by its US counterpart, i.e.,
to promote the position of the EU within the global semiconductor supply chain
and overcome any flaws it experiences in this respect. To this end, the ‘European
Chips Act’ puts forth the ‘Chips for Europe’ initiative, which allocates 43 billion
euros as investment incentives for technology firms (Council of The European
Union 2022), and aims to build highly developed capabilities in semiconductor
designing and ATP, further boost the manufacturing capacity of existing firms
and establish new ones, and develop the capabilities of SMEs to manufacture
semiconductors by facilitating their access to designs (Council of The European
Union Website 2022). In this respect, it is of a great necessity for the EU to be-
come oriented towards firms that are capable of supporting its aims. The US
semiconductor manufacturer Intel, for instance, announced in 2022 that it would
invest a total of 80 billion euros in EU member states, which includes establishing
fabrication plants in Germany, a designing facility in France, and an additional
fabrication plant in Ireland, not to mention other investments in ltaly, Poland
and Spain. Similar tendencies can be observed in the negotiations currently un-
derway between semiconductor manufacturing giant TSMC and Germany for
the purpose of establishing a new fabrication plant in the latter (Cherney 2022).

It becomes clear that the US and EU have been pursuing a policy of providing
investment incentives that attract foreign investments at the expense of China,
thereby preventing it from boosting its semiconductor manufacturing capacity.
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This well achieves the first component of ‘building resilient semiconductor supply
chains’, that is, to undermine Chinese capabilities within the fourth and fifth links
of the supply chain (fabrication and ATP). However, towards achieving the second
component, namely ensuring the inaccessibility of China to the technologies of the
first three link (EDA, design and fabrication tools), the US has taken different mea-
sures; In 2022, the Bureau of Industry and Security established new export controls
that regulate the exportation of design, automation and fabrications tools to China.
Under this regime, US technology firms, and all foreign firms within the supply
chain using US technology, face licensing requirements for the exportation to China
of advanced semiconductors and the necessary tools, technology and equipment to
manufacture them (machinery, designs, software, etc.). This includes 14nm to 16nm
logic semiconductors, 1I8nm DRAM memory semiconductors and NAND memory
semiconductors of 128 layers or more, all of which are crucial and key technologies
in artificial intelligence and advanced technology industries (The U.S. Bureau of
Industry and Security 2022). In this context, the US initiated negotiations with the
EU at the end of 2022 for the purpose of integrating these export controls into the
framework of the ‘EU-US Trade and Technology Council’, and that is since some
European states produce semiconductor manufacturing machinery, particularly
the Netherlands with its ASML plant (Financial Post Website 2022).

Similar export controls were imposed on Russia under the framework of the
‘EU-US Trade and Technology Council’ during its second meeting in 2022, when
the Russian invasion of Ukraine was first launched. Aiming to undermine Russian
military and industrial capabilities, these controls included restrictions on the
exportation of semiconductors used in the development of military capabilities or
the development of capabilities related to cyberattacks and surveillance (European
Commission 2022). However, although controls imposed on Russia are similar in
their form to those proposed under the framework of the Council to be imposed
on China, these controls represent different responses based on how each targeted
party perceives the cyber domain under prevailing norms. Russia understands
building its cyber capabilities from the perspective of achieving superiority in in-
formation warfare against the West, and hence the imposition of export controls
coincided with its war on Ukraine so as to block its access to critical technologies
that would allow it to develop its cyber-military capabilities and achieve such a
superiority. China, on the other hand, views building its cyber capabilities from
the perspective of attaining the status of a ‘great cyber power’, and hence the US
endeavour to impose controls on the exportation of semiconductors to China aims
to influence Chinese initiatives and projects in the cyber domain that would allow
it to attain such a status. Therefore, despite following a similar behaviour towards
Russia and China, embodied in export controls, the ultimate ends pursued are not
similar whatsoever, and they differ according to how each targeted party perceives
these technologies.
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Conclusion
The main findings of this article can be summarised as follows. First, norms rep-
resent the deciding factor in the arising of common perceptions and meanings
of threat, which transform the cyber domain from a neutral issue into one of a
security threat, and prompt the establishment of a security alignment between
states adopting common norms. Second, the similarity of the form of US and
European cyber norms, defined in ‘internet freedom’ and ‘cyber democracy’, has
produced a similarity in the perceptions and meanings of cyberthreats, defined
as violating these norms by third parties adopting counter-norms and behaviour.
Third, the US endeavour to generalise its liberal norms and construct an inter-
national cyber order, through establishing a group of international arrangements,
was a prompting factor for the existence of competing Russian and Chinese
norms embodied in the notion of ‘cyber sovereignty’, which advocates an alterna-
tive vision to the international liberal order. Fourth, perceiving the norms and
behaviour of Russia and China to be producing a security threat has incentivised
the US and EU to overcome their contentions in the digital domain, and to adopt
a common behaviour within a security alignment between the two sides in order
to confront these perceived threats.
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